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Abstract 

The use of big data analytics has become pervasive in the fashion retail industry to 

understand and influence consumer behavior. By collecting and analyzing different 

types of customer data from various sources, fashion retailers are able to gain 

valuable insights into shopping patterns, brand preferences, sizing information, and 

other consumer trends. However, the increasing use of consumer data also raises 

significant privacy and security concerns. This research article provides a 

comprehensive overview of common big data applications in fashion retail for 

consumer behavior analysis and discusses their privacy and security implications. 

Specifically, it examines practices like targeted advertising, recommendation 

engines, customer micro-segmentation, predictive analytics, and development of 

customer profiles based on data mining. The potential privacy invasive harms like 

exposure of sensitive information, price discrimination, and manipulation of 

consumer choices are analyzed. The research also covers security vulnerabilities of 

big data systems which can lead to breaches exposing consumer data or opening 

pathways for larger cyber-attacks. Solutions like consent requirements, opt-out 

mechanisms, de-identification, security audits, governance models, and legislation 

around consumer data are considered. Overall, while big data enables smarter 

marketing and better customer experiences in fashion retail, it also opens up many 
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ethical, privacy and security risks which companies need to thoughtfully assess and 

mitigate. 

Keywords: Consumer profiling, Micro-segmentation, Recommendation systems, 

Privacy risks, Data breaches, Responsible analytics 

Introduction  

The global fashion apparel market has undergone massive transformation in the past 

decade with digital and mobile commerce exploding in scale and now accounting 

for over 30% of revenues for leading brands. This shift towards omni-channel retail 

along with pressures to meet real-time consumer demand in keeping with trends like 

"see now buy now" have placed unprecedented stresses on fashion supply chains. 

At the same time, the volume of consumer behavior data being generated across 

touch points and the maturation of analytics techniques opens fresh opportunities for 

data-driven decision making [1]. As a result, fashion retailers have started embracing 

big data strategies spanning core operational areas from design and manufacturing 

to inventory planning and consumer experience personalization for gaining 

competitive advantage [2].  

Figure 1.  

 
Industry reports estimate that top fashion companies have invested over $3 billion 

collectively towards big data programs and advanced analytics talent since 2017 

given their immense potential. Key retail processes where big data applications are 

gaining prominence include - demand sensing through point of sale (POS) and e-

commerce analytics, personalized promotion targeting based on micro-

segmentation, optimization of product assortments via clickstream measurement, 



shaping design conceptualization and production procurement quantities using 

sentiment analysis and ensuring lean inventory holdings across stores by tracking 

real-time sales velocity [3]. Experimenting with emerging technologies like 

blockchain, Internet of Things (IoT) and machine learning to enrich analytics use 

cases for aligning supply and demand is also rising. According to Allied Market 

Research, global spending on big data analytics by just the top 50 fashion retailers 

is likely to exceed $15 billion by 2026. IDC predicts analytics and omni-channel 

commerce to be the top technology investments for fashion brands with over 60% 

growth in annual spends over the next 3 years. While presently North America and 

Europe account for almost 68% of technology investments made in retail analytics, 

Asian markets are also pursuing quick adoption [4]. Apparel brands across segments 

– from fast fashion pure-plays like H&M and Inditex to luxury leaders LVMH and 

Kering have accelerated their big data programs since 2019 with China's Shein being 

the latest hyper-growth startup betting big on analytics [5]. Investments span setting 

up enterprise data lakes, customer data platforms focused on first-party data, AI 

powered recommendation engines and predictive analytics tools. With 5G 

connectivity expanding and enabling real-time data availability, the scope of what 

fashion retailers can achieve using big data spans well beyond historical reporting 

[6], [7]. However, industry surveys indicate a gap in realizing full return on 

investments made due to talent deficiencies for managing end-to-end big data 

lifecycles. Issues like fragmented data stacks, inadequate data quality and 

governance limiting reliable analytics output, lack of organizational alignment 

between business teams and data scientists also constrain optimal capitalization of 

analytics spending. Many fast moving consumer giants in retail and CPG sectors 

have hence expanded internal analytics academies and university partnerships 

focused on overcoming these data literacy challenges among merchandising, buying 

and planning teams beyond just hiring from external talent pools [8]. Nevertheless, 

experts concur that capabilities to uncover real-time trends and signals across the 

fashion value chain to tailor assortment, placement and promotions perfectly to 

customer needs will differentiate market winners in the industry over the next 

decade. But the journey has complex technology modernization and organizational 

change management dimensions which need be traversed judiciously [9]. 

Big Data in Fashion Retail 

The global fashion industry is estimated to be worth over $2.5 trillion currently and 

accounts for around 2 percent of the world’s Gross Domestic Product (GDP). As 

consumer interaction with fashion brands and retailers is undergoing a massive 

digital transformation, the volume of customer data that is generated has exploded 

exponentially. Some sources estimate that over 2.5 quintillion bytes of data is 

produced daily about various aspects of consumer behavior, preferences and 



shopping patterns worldwide. Table 1 below summarizes the major sources of 

customer data that fashion retailers are tapping into for consumer behavior analysis 

with big data analytics:  

Table 1: Sources of Consumer Data Leveraged in Fashion Retail 

Data Source Examples 

Point of Sale (POS) 
Transactions 

Purchase records, payment details, product 
categories 

Web Activity Tracking Clickstreams, browsing history, ads clicked. 

Mobile Apps In-app interactions and purchases, push 
notifications 

Social Media Posts User generated content about brands, reviews, 
complaints 

Survey Data Size preferences, brand affinity, price sensitivity 

CCTV Footage In-store behaviour, dwell time near products 

RFID Tagged Goods Product trial and conversion analytics. 
 

As depicted above, retailers have granular visibility not just into online purchasing 

patterns but also in-store interactions either via sensors on shelves and display racks 

or by digitally tracking engagement with trial rooms for apparel. In fact, consumer 

analytics has become deeply embedded in nearly all areas of fashion retail operations 

- from design conceptualization to production forecasting to inventory management 

and finally influencing purchase behaviour across channels.  

Applications of Big Data Analytics in Fashion Retail  

Sophisticated analytics around consumer behaviour help fashion businesses in 

multiple ways: more efficient supply chain planning and leaner operations, smarter 

merchandising decisions for product assortments, accurately matching production 

orders to upcoming demand, as well as targeted marketing and personalized 

recommendations for higher conversions. Huge investments are being made in 

advanced analytics capabilities - be it setting up data science teams or procuring 

customer data analytics platforms. The major applications of big data in fashion 

retail for understanding and influencing consumer behavior are elaborated below: 

1. Customer Profiling and Micro-segmentation: Granular profiling of target 

customer groups is done based on analysis of demographic, behavioral and 

transactional attributes. Predictive clustering algorithms enable extreme 

personalization by generating shopper segments with as few as thousands or even 

hundreds of like-minded individuals that can be targeted with tailored products and 

offers. 

2. Recommendation Engines: Collaborative filtering, machine learning and AI are 

leveraged across channels like email, mobile apps and online product displays to 



predict the items each micro-segment may like and serve personalized 

recommendations driving higher engagement and conversion rates.  

3. Web Merchandising Optimization: Clickstream data, on-site search queries and 

browsing patterns are mined to understand shopper interests and adjust product 

assortments, navigation menus, and search parameters for higher sales. 

4. Omni-channel Analytics: Integrated data from brick-and-mortar outlets, 

eCommerce sites, mobile apps, call centers and social channels provides a 360-

degree view of customer behavior facilitating seamless shopping experiences across 

touch points.  

5. Digital Marketing Optimization: Customer data helps fashion retailers with 

optimal budget allocation across search, social, display and affiliate channels and 

advertising message personalization for each micro-segment for highest return on 

investment. 

6. Predictive Trend Analysis: Data mining, image analytics and natural language 

processing help uncover emerging color, style and fabric trends as well identify 

potentially viral product designs by analyzing user posts on social platforms. 

7. Sizing and Production Planning: Granular purchase data down to SKU-level 

coupled with analysis of returns and customer feedback helps retailers update size 

charts and optimize production quantities for bestselling items minimizing costly 

overstock or understock scenarios. 

Table 2 below illustrates how the applications of big data analytics map to the core 

capabilities and business objectives fashion retailers aim to achieve: 

Table 2: Big Data Applications for Fashion Retail Capabilities 

Capabilities Relevant Application 

Customer Intelligence Profiling, Segmentation, Sentiment Analysis 

Merchandise 
Optimization 

Assortment Planning, Micro-segmentation, 
Recommendations 

Omni-channel 
Experience 

Journey Analysis, Attribution Modelling 

Promotional 
Effectiveness 

Digital Marketing Optimization, Predictive Analytics 

Trend Forecasting Predictive Analytics, Text/Image Mining, Sizing 
Analytics 

Lean Operations Sizing Optimization, Production Planning 
 

Challenges around using customer data. 

While big data unlocks tremendous opportunities for fashion businesses, it also 

poses many ethical dilemmas, privacy and security risks that companies grapple with 

while deploying such analytical applications [10]. The digital transformation 



enabling greater visibility into customer behavior via online browsing, mobile app 

engagement and location data also requires retailers to exercise greater responsibility 

in how these insights get utilized [11]. 

Industry observers have already flagged many cases where excessive targeting based 

on purchase history or restrictive profiling into narrow segments has aggravated 

rather than solved business challenges. Overconfidence in data patterns without 

enough human oversight or interpretation can constrain the discovery of more 

relevant trends or emerging niches. Complex analytical models also suffer from 

inherent opacity that makes decision processes hard to audit or explain with full 

transparency to business teams, let alone consumers. Lack of intuitive interfaces 

allowing multi-disciplinary experts to collaborate on model evaluation creates 

organizational blind spots regarding limitations [12]. These pose barriers in reaping 

full value from analytics investments [13]. From a consumer standpoint, the 

pervasive tracking of shopping habits using identifiers, cookies, loyalty cards 

number and other techniques applied to merge data from disparate sources into 

refined profiles is happening without adequate notice or control. Regulatory reports 

show many retailers allow loose authority for analytics tools to access databases 

without stringent consent norms or data anonymization practices. Complex terms of 

service hide the commercial usage. This takes advantage of lack of choice for 

consumers despite brands being completely reliant on them for survival. 

Consequently, over 50% of consumers voice distrust with how fashion retailers 

handle their data as per industry surveys [14].  

But perhaps the biggest peril from under protected data lakes is their vulnerability 

for cyber hacking and security attacks. High profile breaches at clothing retailers 

have amplified concerns that fragmented systems with inadequate access controls, 

weak surveillance and poor encryption invite risks of personal data getting stolen or 

leaked. Media exposés of consumer targeting gone wrong have also hit brand 

reputation. With tighter privacy legislation on the horizon in major fashion markets, 

ignoring data governance priorities can bring hefty financial penalties alongside loss 

of customer trust which hits sales velocity. Despite these challenges, pragmatic data 

minimization steps for lawful usage, responsible AI principles governing analytics 

model development lifecycles and robust cybersecurity foundations offer pathways 

for retailers to course correct [15]. Having decentralized business teams launch 

dozens of pilots with customer data without centralized oversight has proven 

disastrous for many early digital native brands also. Erring on the side caution by 

instituting governance guardrails that serve both growth ambitions and ethical data 

usage standards is vital for fashion retailers to actually translate their big data 

investments into responsible value creation [16]. 



Privacy Implications of Consumer Data Mining 

Many of the big data applications discussed earlier rely on collection and retention 

of enormous amounts of personal information about millions of customers by 

fashion retailers. Industry analysts estimate over 5 billion customer data points are 

captured by large fashion retailers daily from sources like web trackers, mobile apps, 

IoT sensors, facial recognition cameras in trial rooms and social content 

engagement. Granular details spanning purchase invoices, browsing clicks, product 

likes, video watch times, geo-locations inside stores and across cities as well as 

sensor data like body measurements are being compiled into consolidated profiles 

under unique IDs that enable retailers to stitch together lifestyle interests, size charts 

and shopping patterns without consumers being adequately aware of the extent of 

tracking underway [17]. 

While the business potential of applying analytics on such vast data pools is 

immense for things like personalized recommendations, the underlying 

consolidation of various fragmented pieces of information that users did not 

intentionally share for these specific purposes violates principles of lawfulness, 

transparency and purpose limitation in data usage. Retailers then use analytical 

scoring techniques to tag individuals with propensity models like size preferences, 

willingness to pay, lifetime value segmentation and even political or ethnic affinities 

which shape the personalized interfaces and promotions shown to them. Complex 

algorithms often embed societal biases, classifications unsupported by facts or make 

inferences stretching sparse data that customers cannot contest or verify. But the 

harms manifest subtly [18]. 

Many jurisdictions now require informed consent if data supplied for say order 

fulfillment gets utilized for unrelated analytical scoring. Provisions also entitle 

individuals to review what personal data a retailer holds and even request deletion if 

unlawfully stored [19]. But lack of awareness on both sides constraints enforcement. 

Without upfront visibility into how extensively their activities get monitored across 

sites using new techniques like ultrasonic trackers which follow in-store movements, 

consumers remain unable to make informed choices. In the absence of data ethics 

review boards or external audits, very few fashion retailers have self-assessed their 

big data programs to preempt adverse implications. Consequently, even if no 

malicious intent exists, the extensive behavioral data collection poses many 

consumer privacy risks requiring urgent redressal [20]. 

The next section dives deeper into specific issues like exposure of sensitive 

information, price discrimination, filter bubbles and manipulation that manifest from 

consumer analytics programs along with potential security threats retailers face. 

Responsible frameworks to minimise associated pitfalls are also suggested so 

fashion brands can achieve smart data-driven growth respecting consumer interest. 



Table 3: Privacy Issues with Big Data Analytics in Retail 

Privacy Risk Concerns for Consumers 

Data Exposure Sensitive information reaching unauthorized entities after 

a data breach 

Price 

Discrimination 

Being offered different personalized pricing based on 

willingness to pay 

Behavior Tracking Online/offline activity monitoring without consent for ad 

targeting 

Micro-targeting Propensity models used for aggressive upsell 

inappropriate for that individual 

Filter Bubbles Obscuring discovery of more choices that person may 

actually prefer 

Manipulation Hard-sell recommendations that negatively influence 

buyer behavior 
 

The practice of offering customized pricing for the same product to different 

customer segments based on data-driven assessment of their willingness to pay is 

seen as exploitative even though it maximizes profits [21]. Fashion retailers can also 

build detailed profiles around aspects like body measurements, lifestyle choices and 

major life events by connecting data from multiple sources that the individual did 

not consciously consent to share for these purposes. There is also research showing 

how excessive behavioral targeting makes consumers uneasy about their 

fundamental right to privacy being violated even if no tangible harm is caused in the 

short-term. Filter bubbles or echo chambers get created when recommendation 

engines deliberately bias discovery of more items aligned to a shopper's previous 

purchases without giving visibility into other available inventory that person may 

prefer if aware. Such narrow personalization limits user autonomy and can be 

detrimental. There are also growing worries around AI nudging techniques 

excessively swaying purchase decisions rather than letting consumers exercise 

independent discretion. These privacy invasive implications can cause long-term 

detriment to consumers in unseen ways even though all the data analytics appears 

harmless and oriented towards improving customer experiences [22]. 

Looking at the regulatory landscape, many jurisdictions now enforce transparency 

requirements via consent clauses for collecting and retaining personal data only for 

the purposes it was explicitly provided ACCESS. However, most consumers remain 

oblivious to how the use of such data behind the scenes for profiling, predictive 

analytics and micro-targeting can affect them. Greater awareness has to be built 

regarding data stewardship obligations of fashion retailers before deploying big data 

programs. California and Virginia laws in the US now entitle residents to request 

data held about them by corporations and even deny or opt-out of personal 



information sale to third parties along with more stringent audits of organizational 

data infrastructure. The European Union (EU) has set even stronger benchmarks 

with its General Data Protection Regulation (GDPR) and Data Governance Act 

(DGA) which put consumers in control over how much of their personal data can be 

utilized for business analytics - offering rights like rectification, restricting 

processing and erasure under certain conditions. Global fashion brands have to 

necessarily integrate such localization requirements while leveraging big data so 

their customer experience personalization efforts remain transparent and non-

intrusive [23]. 

Security Challenges with Big Data systems 

Along with the privacy implications discussed above, security vulnerabilities in big 

data tools also increase risks for both fashion retailers as well as their consumers. 

The distributed nature of Hadoop and other big data frameworks creates multiple 

points of potential failure leading to data breaches or cyber attacks. The dynamic 

APIs and real-time dashboards provided to marketing teams for using customer 

analytics output also offer pathways to hackers unless properly secured. The huge 

volumes of consumer data collected in big data warehouses of fashion retailers make 

them lucrative targets for malicious actors. Table 4 below enlists key security threats 

to enterprise big data systems: 

Table 4: Security Issues with Big Data Environments  

Threats Vulnerabilities 

Denial-of-Service 

Attacks 

Flooding systems by overloading resources leading to 

disruption of services 

Data Theft Exploiting unpatched flaws to gain unauthorized data 

access 

Malware Injections Insertion of malicious code though APIs and third-

party connections 

Broken 

Authentication 

Access to analytics dashboards via weak or stolen 

passwords 

Identity Spoofing Impersonating authorized users by credential hacking 

to gain system access 
 

Since big data frameworks have distributed components hosted across cloud and on-

premises servers, securing every access point is a complex process. Studies indicate 

over 30 percent of organizations have encountered data losses or breaches due to 

under protected big data infrastructure [24]. The impacts of such attacks or 

unauthorized data access on customers ranges from financial fraud by theft of card 

data to misuse of account information for social engineering scams to 

embarrassment when sensitive personal details become public [25]. Maintaining 

cyber resilience is thus pivotal for retailer brand reputation and preventing customer 



distress apart from financial and legal compliance liabilities when personal data gets 

compromised. While perimeter level measures like firewalls, access controls and 

employee awareness help in strengthening big data security, retailers also need 

robust data encryption mechanisms for stored information as well as inflight 

encryption for data being analysed [26]. Monitoring infrastructure for suspicious 

activity, malicious attempts and unauthorized queries via products like Apache 

Ranger is also advised alongside vulnerability testing of machine learning models 

for reliability also need due investment.  

Minimizing the Pitfalls of Consumer Analytics 

Fashion retailers need a robust data governance strategy encompassing 

technological and organizational mechanisms for ensuring big data programs deliver 

value responsibly and sustainably while minimizing adverse impacts on consumers. 

1. Transparency and Consent Protocols: Every analytics use case must be scrutinized 

regarding what customer data gets utilized and whether explicit permissions exist 

for that context. Granular consent clauses explaining the processing activities, data 

types collected and business goals aided must be shared transparently upfront before 

enrolling consumers into loyalty programs for instance. Required opt-in checkboxes 

during mobile app onboarding or newsletter subscribes and easy-to-use opt-out 

mechanisms thereafter enable choice [27].   

2. Anonymization and Pseudonymization: Fields like name, email ID, shipping 

address etc. that can expose individual identities must be encrypted or excluded from 

behavioural data sets used for analysis. Robust hashing and tokenization protocols 

by IT teams are vital alongside restricted data access policies. Consumer details 

should be aggregated and anonymized wherever possible for analytics usage.  

3. Selective Data Gathering: As per privacy-by-design principles, only attributes 

strictly required for the intended analysis use case should be extracted from source 

systems. Superfluous collection of extra data fields “just in case” they may serve 

future analytics needs violates transparent governance. Storing raw level granular 

data permanently also heightens breach risks. Big data teams must be educated on 

gathering selective data judiciously.   

4. Restricted Data Access: Attribute-based access controls, robust authentication 

protocols, multi-factor login policies for big data tools and tracking query usage 

prevents insider risks – whether via negligence or malafide intents. Third-party 

involvement for maintenance or support also merits stringent security protocols by 

retailers availing cloud analytics services. 

5. Automated Monitoring: SIEM solutions that use machine learning for real-time 

monitoring of infrastructure and data access patterns can detect suspicious activity 

– especially unauthorized extraction of consumer data sets. 24x7 vigilance centers 



tracking cyber threats are vital for fashion retailers along with surveillance of partner 

ecosystems. 

6. Regulatory Compliance: Geographic regions have distinct legislation around 

lawful usage of personal data that fashion brands with global customer bases must 

abide by. Setting up dedicated governance teams for ensuring compliance with 

GDPR norms, CCPA requirements etc. through external system audits minimizes 

legal and reputation risks for retailers pursuing big data agendas.  

7. Responsible AI Frameworks: As predictive analytics and segmentation algorithms 

draw increasing scrutiny for lack of transparency or biases in training data that 

causes material harm to certain social groups, fashion retailers have to embrace 

framework like those advocated by the Institute for Ethical AI and Machine 

Learning to uphold fairness, accountability and transparency in their big data 

programs right from problem formulation through production deployment and 

continuous oversight. 

8. Voluntary Codes of Conduct: Industry associations for major retail sectors should 

collaborate to release voluntary codes of ethics around use of customer data, metrics 

for algorithmic transparency and recommended structures for responsible AI review 

boards. Pioneering retailers proactively adopting such higher self-regulation 

standards gain trust.         

9. Cross-functional Governance Structures: Including diverse executive 

perspectives from functions like legal, technology, marketing and store ops in 

decision forums for big data strategy, tool evaluation and program investments 

ensures balanced viewpoints addressing risks, ethics and commercial goals. Vetting 

analytics use case proposals through empowered C-suite governance councils 

counters narrow interests.   

10. Investor Advocacy: Stakeholder capitalism envisages asset managers and 

shareholders wield their influence for positive change by advocating for improved 

ESG practices in retail sector boardrooms which can elevate big data governance 

standards over time across fashion brands. This expands accountability from just 

immediate business returns for every analytics-driven initiative [28].   
Equipped with such focus areas for redressing common pain points flagged by 

industry analysts, fashion retailers can meaningfully adopt big data capabilities in a 

high integrity manner keeping risks under control while targeting supply chain gains 

and delightful customer experiences. But overlooking concerns in the pursuit of 

profitable personalization will undermine long-term competitiveness for fashion 

brands when public sentiments inevitably turn [29]. 

Conclusion 

The disruptive and transformative potential of analytics applications leveraging big 

data across the retail fashion value chain is clearly substantiated from the evidence 



presented in this research. Sophisticated analytics around consumer behavior, 

competitive market activity, channel trends and merchandising levers empower 

fashion leadership teams to achieve operational excellence across functions – from 

design conceptualization to manufacturing and distribution efficiencies to inventory 

and assortment optimization to immersive customer engagement [30]. Leveraging 

data science for decision advantage is evolving into an imperative for success in the 

industry. However, as the findings illustrate, while consumer intelligence, 

personalized marketing and omnichannel experience are prime big data usage areas 

currently, adoption in core supply chain processes is still emerging. Challenges 

around integrating enterprise data sets, ensuring reliable data pipelines, building 

specialized analytics talent and aligning business stakeholders still constrain 

analytics maturity. Fashion retailers need greater focus on governance frameworks 

addressing these barriers and cultural shifts towards becoming data-driven 

organizations [31].  

Another key takeaway is the need for ethical guidelines and transparency protocols 
regarding mining customer data for targeting and personalization. As digital 
commerce makes consumer behavior more observable than ever before, 
maintaining trust around privacy and responsible usage of personal data will 
enable fashion brands using big data to sustainably maximize lifetime value. Design 
thinking concepts need integration in analytics solution development so consumer 
interests are protected while still delivering delight [32], [33]. The 

recommendations provided around mitigating risks like hidden biases in predictive 

algorithms, adversarial exploits of AI models and unintended privacy invasive 

consequences due to excessive personalization should be embraced by retailers to 

build responsible AI capacity. Fashion brands who lead the way in self-regulation 

and voluntary adoption of ethical data stewardship principles may gain long-term 

loyalty even amongst common consumers becoming more aware of the risks from 

technologies like big data [34]. But overcoming structural inhibitors around lack of 

talent, inadequate data infrastructure and cultural inertia will need concerted 

leadership commitment to analytics. 

While this research maps the state of big data adoption in fashion retail along with 

key challenges, future studies can expand insights through empirical surveys with 

executives on optimal change management strategies for analytics transformation. 

Assessing sentiment across consumer focus groups regarding transparent use of data 

also merits more research. Comparative case studies documenting best practices 

pioneered by analytics leaders in retail like Amazon, Walmart or Alibaba would be 

beneficial for broader maturity advancements [35]. Scholarship also needs focusing 

the policy dimensions on personal data governance legislation shaping big data 

adoption in major consumer markets worldwide. But the overarching conclusion 



remains that harnessing big data and AI is an inescapable necessity for the future 

viability of fashion businesses even if the starting journey has obstacles presently 

[36]. 
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